
The Digital
Resilience Toolkit

@ WWW



.............................................................................................

Contents Page

	 4	 Setting Up Digital Devices

	 5	 Balancing Screen Time

	 6	 Creating a Balanced Digital Diet 

	 7	 Cyberbullying

	 8	 How to Build a Good Online Reputation

	 9	 Gaming

	 11	 Online Grooming

	 13	 Protecting Children from Online Pornography and How to Start a
		  Conversation If They Accessed It

	 17	 Social Media Usage Tips

	 19	 Live Streaming and Vlogging

	 21	 Selfies, Self-Esteem and Body Image

	22	 Digital Wellbeing

	23	 Smart Toys and Devices

	24	 Location Tracking Applications

	25	 Anonymous Apps

	28	 Current Applications that Children are Using

2



Dear Parent / Carer,
The internet is a fantastic place that can be used in every aspect of modern-
day life and at Thornleigh Salesian College we promote the use of safe 
technology in order to aid students’ education and promote lifelong learning. 

Using the internet safely and positively is a key message that we promote 
at Thornleigh Salesian College and your child will learn about online safety 
through their computer science lessons, tutor time activities and wider school 
campaigns including safer internet day. We understand that technology 
can pose some challenges for young people and so with the support of 
internetmatters.org we have created “The Digital Resilience Toolkit” with the 
aim to provide you with up-to-date guidance and support when navigating 
technology and the internet. This toolkit is designed to give you a starting 
point to support and discuss your son/daughter’s use of the internet and to 
give you an overview of some of the technologies and content that they may 
come in contact with.

The following video gives an introduction on how to open a conversation 
with your child about online safety: https://youtu.be/94ILqgg_3f4   
Should you have any concerns about online safety then please get in touch 
with your child’s Head of Year or our Designated Safeguarding Lead: Mrs 
Sharp.

The police have a dedicated division responsible for online safety (CEOP: 
Child Exploitation and Online Protection) and should be your first point of 
call if you have concerns about online activity; you can create a report at: 
https://www.ceop.police.uk/safety-centre/

You can find more advice about online safety and social media from the UK 
Safer Internet Centre saferinternet.org.uk/parents which includes information 
on social media settings. 

If you would like a further conversation about online safety then please 
contact Mr Atkinson: catkinson@thornleigh.bolton.sch.uk

Yours Faithfully

Mr Atkinson
Head of Computer Science and STEAM
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SupaDad75

Make sure they know 
how to report abuse

Together get familiar with 
the reporting and blocking 
settings available on the 
platforms they use to screen 
out any abuse that breaks 
a platform’s 
community 
guidelines.

Empower them to 
be themselves online

Encourage children not to 
hide behind anonymity 
online and be tempted to say 
or do things they shouldn't. 
Use examples to highlight 
the power of being real 
online and developing their 
passions to create a positive 
digital footprint.

Encourage them
to do a search on 
their name

Make sure they are aware of 
the information that future 
employers and teachers may 
see and take a call to remove 
anything that is unpleasant 
or incorrect.

Make them aware 
that they can recover 
from mistakes made 
online

Let them know that if they 
make a mistake by posting 
something they shouldn't 
there is always a way to 
deal with it and give them 
support to make smarter 
choices in the future. 

Encourage them 
to keep it positive 
online

Actions online can have a 
real world consequences - 
share real stories to help  
                 them understand                 
                     the power of being 
                         positive online.

Highlight the 
importance of 
choosing respect

Talk to them about 
respecting other people's 
privacy and viewpoints 
even if you don't agree 
with them.

Be the example they 
can follow
Let your child see how you interact 
online to learn how to be kind 
and make safer choices online.

Teach them the difference between public 
and private information online

Review their privacy settings on the platforms they use to make 
sure they stay in control of who has access to what they share. 

It's important to make the point that if it's online there is the potential 
that the world could see it so 'Thinking before posting' is key.

How to build a good 
online reputation
Tips to help kids create a good digital footprint
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Selfies,  
self-esteem  
and body  
image 

Why is it important?

Using selfies as a  
comparison tool
Seeing constant streams of 
perfect bodies can put unrealistic 
expectations on young people to  
look a certain way which can lead  
to low ‘body esteem’.

Pressure to post  
the perfect selfie
Wanting to be accepted by the  
in-crowd can put pressure on  
young people to share personal  
images simply to improve their  
social status.

Link between likes’  
and self-esteem
Young people may put more value  
in how others see them so, getting a 
negative comment or less likes on a post 
can have a real negative impact on 
their self-esteem and mental health.

1,377 likes

SelfieQueen01

Empowering children to 
develop positive body image 

Help children think  
critically about images  
they see online
Explain that when we look at 
idealised images – it’s natural to 
compare ourselves. The way to deal 
with these images is to recognise that 
they are more like press releases, they 
showcase the best possible version of 
a face or body.

Encourage them to be 
selective about who they 
follow and images they see 
Being bombarded by images of 
people with abs or a certain body type 
on their social feed can lead them to 
think that this is the norm. Making 
them aware of a range of body types 
can help them develop a balanced 
view of body image.

Empower them not to put 
all self-esteem eggs in the 
beauty basket
Remind children that they are more 
than what they see in the mirror. 
Encouraging them to put value in the 
range of talents and skills they have 
can help them develop a strong sense 
of self and improve self-esteem. 

Talk positively about  
your own body image 
Be aware of the language that you 
use to talk about your own body. 
Children pick up on this so it's best to 
try and keep it positive to encourage 
them to stay positive about their 
own body image.

Discuss what it really 
means to 'like' something 
on social media
Talk about the reasons behind why 
they are liking a picture; is it because 
others have liked it or because they've 
genuinely engaged with the photo? 
Getting them to think critically about  
this can help them developed a 
balanced view when it comes to 
seeking likes on social media.

Focus on positive  
images online
Encourage them to celebrate  
what makes them unique, rather 
than comparing themselves to others 
online. Posting images that empower 
and inspire others can be a great tool 
to encourage others to do the same.

Tips to support 
young people
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4 steps to 
manage children’s  
digital wellbeing
Get advice to help children develop critical 
thinking, self control and coping strategies  
to deal with online risks.

Step 2
Knowing where  
to go for help
Equip your child with the knowledge of  
where to get support. Whether it’s a helpline 

like Childline, reporting tools on apps or 
a supportive network of friends and 

family, it’s important they know 
that if they can’t talk to you  

about something there are a 
number of places that can 
support them.

Step 1
Understanding  
the online risks 

Help children get to grips with the types of  
risks they might be exposed to based on  
the website, apps and devices they use. 
For example if they’re on social media 
having a conversation about issues 
around managing relationship 
online, cyberbullying and 
sexting will help them to 
know what to look out for 
and take appropriate action.

Step 3
Learning from 
experiences 
Encourage children to explore the 
digital world in an age-appropriate 
way, so they can learn to manage 
challenges and develop good judgement.  
It is not possible to teach them self-control,  
risk management or how to take advantage  
of online opportunities if they are not given the 

chance to 
practice 
online.

Step 4
Recovering from 

experiences with 
the right support

Even with the best intentions there 
may be times that children are affected by 

something they experience online. To support 
them assess the situation and find ways to 
deal with it together. Depending  
on the situation seek advice 
from specialist organisations  
or your GP to give them the 
best chance to recover and  
regain their confidence.
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Guide to tech: 
Buying a smart toy
Planning to buy a smart toy that connects via bluetooth, 
Wi-Fi or mobile app? Here are 4 things to consider

1.  How does the toy 
interact with your 
child and other 
devices? 

Make sure you understand what 
key things your child can do with 
the toy and if it can connect to any  
other devices, for example can  
it send messages to a phone  
or connect to a smart TV?

Questions to ask 
• Is there a chat function that allows  

children to communicate with others? 

• Are there apps that can be used with the toy  
which may contain ads or allow in-app purchases?

• Does the toy require information about your  
child’s location?

• Where is the interactive data stored and processed? 

• Are there any add-ons to purchase to get the best 
experience? 

• Is there a digital version of the toy that does the  
same thing which would save on cost?

2.  Does the toy require your  
child’s personal information?

Some toys ask for your child’s name, their age 
and a parent email address to work. To ensure 
your child privacy and data are kept safe 
make sure the toy company is reputable 
and check out their data privacy policy so you 
are aware of what their procedure is, in the 
event of a hack on their systems.

Things to do 
•  Read reviews about the toy  

and see if there have been any 
other concerns raised 

• Put the minimal amount  
of information about your  
child required 

•  Read the terms and  
condition and privacy policies

3.  Are there any features such 
as a camera that might put  
a child at risk?

Carry out a series of checks before buying a toy 
with such features as they may be vulnerable 
to hackers such as a camera or built-in 
microphone that connects to the internet. 
Be clear on how the toy can be played 
with to ensure it doesn’t encourage 
them to put themselves at risk, for 
example Pokemon GO and road safety. 

Weigh up whether these features are 
worthwhile having to help your child 
have the best experience. If you do decide 
to buy it, make sure to switch these off when 
not in use and only enter minimal personal 
information if required to reduce risk to your 
child’s privacy and security.

4.  Is there a monthly 
subscription to access  
new content with the toy?

Some smart toys may feature an additional 
subscription service to access new content 
to help children get the most out of the toy.

If you choose to opt-in make sure to 
read the terms and conditions on 
cancelling the subscription as you 
do not want to be paying monthly 
charges when your child is no longer 

playing with the toy. Also assess other 
costs like requirement to buy batteries.

CONNECT
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Instagram
A photo-sharing social network which allows users to alter photos, 
upload them to Instagram and share them to other social networking 
sites. Photos can be sent directly to specific users. A video feature is 
also available. 

Safety Advice

Please scan the QR Code for information on keeping 
your child safe.

TikTok
TikTok is a social networking app that replaced the popular Musical.
ly app when it went offline in 2017. Know as Douyin in China, it gives 
users the ability to watch and create short clips of up to 60 seconds. 
With 1 billion active users across 155 countries, it seeks to promote 
safety and has recently released a range of safety videos to promote 
its safety tools. 

Safety Advice

Please scan the QR Code for information on keeping 
your child safe.
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Snapchat
A photo-sharing app where users can send photos or videos to their 
friends. These will display on screen for up to ten seconds before 
being deleted, although it is possible to take screenshots of messages 
and download other apps designed to capture and save Snapchat 
content. 

Safety Advice

Please scan the QR Code for information on keeping 
your child safe.

29

WhatsApp
Free-of-charge, real-time messaging app. Users can share images 
and videos, take part in ‘group chats’ and share locations. As it’s 
based on knowing the user’s phone number, you can only message 
users if you already know their telephone number. 

Safety Advice

Please scan the QR Code for information on keeping 
your child safe.
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Twitter
A social network that lets users send and read “tweets” messages 
limited to 280 characters. 

Safety Advice

Please scan the QR Code for information on keeping 
your child safe.

Roblox
Roblox is an online game creator system where the majority of the 
content is created by “amateur” game creators. These game makers 
are able to create and publish games to the community using simple 
tools. 

Safety Advice

Please scan the QR Code for information on keeping 
your child safe.
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