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Dear Parent / Carer,

The internet is a fantastic place that can be used in every aspect of modern-
day life and at Thornleigh Salesian College we promote the use of safe
technology in order to aid students’ education and promote lifelong learning.

Using the internet safely and positively is a key message that we promote

at Thornleigh Salesian College and your child will learn about online safety
through their computer science lessons, tutor time activities and wider school
campaigns including safer internet day. We understand that technology

can pose some challenges for young people and so with the support of
internetmatters.org we have created “The Digital Resilience Toolkit” with the
aim to provide you with up-to-date guidance and support when navigating
technology and the internet. This toolkit is designed to give you a starting
point to support and discuss your son/daughter’s use of the internet and to
give you an overview of some of the technologies and content that they may
come in contact with.

The following video gives an introduction on how to open a conversation
with your child about online safety: https://youtu.be/94ILagg_3f4

Should you have any concerns about online safety then please get in touch
with your child’s Head of Year or our Designated Safeguarding Lead: Mrs
Sharp.

The police have a dedicated division responsible for online safety (CEOP:
Child Exploitation and Online Protection) and should be your first point of
call if you have concerns about online activity; you can create a report at:
https://www.ceop.police.uk/safety-centre

You can find more advice about online safety and social media from the UK
Safer Internet Centre saferinternet.org.uk/parents which includes information
on social media settings.

If you would like a further conversation about online safety then please
contact Mr Atkinson: catkinson@thornleigh.bolton.sch.uk

Yours Faithfully

Mr Atkinson
Head of Computer Science and STEAM




Helping parents keep their internet
children safe online. matters.org

We've designed a simple checklist to give
you peace of mind regarding your child’s
safety on the internet.
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Balancing e

screen time

5 top tips to
support children
and young people

Lead by example

st liko arythirsg, children copy their
parants’ actions and behaviour ¥ you

set boundaries Mo your twn screen, it will

be easler far your kidsto do the samea

Set boundaries
WITH your kids

Get them involved in the process
of setting age appropriate limits o
o lorg they can spend online, at
which platforms
creer-fres times or rooems

"

15 are out of sight and
2 maore likely 1o be out of mind
thesa as they get older and

Qe 1N The Spala (0 [axe Qreater

respongiollity for thedr screen use

Ensure a healthy mix
of screen activity

Make sure they have a good balance of
screan activities that encourage rathvily,
earning & sducation, connecting with family

E Trmends, as wall bk wsing denaces for passnly

inggiging with coantitt




Avoid using screen
time as a reward o

Thiswill elevate the status of screen time

aberse other activities and like using phySiCEl actiﬂitf
food as.a reward may & sleep are really

encourage children &

1o Simply want mare. Impﬂrta nt
Make sure sereens are not displacing
these things by Kooping Sonsens out of
bedrocms at bed time and that you are

I 3 wthes for your children
e b Actid each day

Creating a balanced digital diet

dict can halp children to develop good onling habits, Lisc cur

s screen time activities in a balanced way

Like a healthy meal, a healthy digit
digital diet tips to help children

Learn & Create

Bootts education,
TS 51
and life skillz

*  Educational games
-

.
Helps develop communication

* & social skills
Connact with farmily snd

mends on social media

*  Play multipl

appropriate onling games
Moderate passive screen time .
o5 good for downtime

*  Liging Screend 1o enhance

farmily time, &.g. movie

niight or garmies nkght

* Elayvideo & mok i R
L omilp hiS
L ERrough social media hobbies & intercsts

internet

0o rers . . v matters.org




Protect your child from cyberbulling

Bullying has changed and can now happen anywhere, anytime. Help protect your child
from the lasting effects of cyberbullying by learning how to help them deal with it.

Top tips to deal with cyberbullying

1

Talk about it

Find the right time to
approach you child if you
think they're being bullied

Show your support

Be calm and considersd and
tell tham how you'll help
tham got through it

Don't stop them
going online

Taking away their devices
orrestricting usage might
make things worse

Help them to deal
with it themselves
Ifit’s among school friends,

advise them Lo tell the person
hena it made tham fesl

. 5.

&
o\ -

Don't retaliate

Advize your child not to
respond to sbusive messages
and leave conversations if
they're uncomfortable

O

Block the bullies
Iftha messages are repoeated
block and report the sender
o the social network or
gaming platform

Keep the evidence
Take screanshotsincase
you need them laler as
proof of what's happened

-

Don't deal with

it alone

Talk to friends for support
and if necassary contact
your child's school

To find out more visit: internetmatters.org/cyberbullying



Encourage them
to keep it positive
online

Actions online can have a
real world consequences -
share real stories to help
them understand
the power of being
positive online.

Encourage them
to do a search on
their name

Make sure they are aware of
the information that future
employers and teachers may
see and take a call to remove
anything that is unpleasant
or incorrect

internet

matters.org

How to build a good
online reputation

Tips to help kids create a good digital footprint

Teach them the difference between public
and private information online

Review their privacy settings on the platforms they use to make

sure they stay in control of v

Make sure they know
how to report abuse

Together get familiar with
the reporting and blocking
settings available on the
platforms they use to screen
out any abuse that breaks

a platform's
community

guidelines. A
Make them aware
that they can recover

from mistakes made
online

Let them know that if they
make a mistake by posting
something they shouldn't
there is always a way to
deal with it and give them
support to make smarter
choices in the future.

Be the example they
can follow

Let your child see how you interact
online to learn how to be kind
and make safer choices online.

/ho has access to what they share.

Empower them to
be themselves online

Encourage children not to
hide behind anonymity
online and be tempted to say
or do things they shouldn't.
Use examples to highlight
the power of being real
online and developing their
passions to create a positive
digital footprint.

Highlight the
importance of
choosing respect

Talk to them about
respecting other people's
privacy and viewpoints
even if you don't agree
with them

SupaDad75



Parents’ guide:

Gaming advice

to support
teens

What to think about:
Z

How they should balance screen
time and offline activities
Talk about the importance of prioritising
offline activities like sheep, socialismg W friervls
and schoal work 1o help therm strike the right
balance when it comes 1o gaming

Be aware of Let's Play videos
A5 well as playving games, children also watch
othars play through streams and videos online.
These videos can be unpradictable ard may contain
3 towatch a couple
with ther to assess whether they are suitable.

od

Know your PEGI ratings

foul language so it's a g

A% tpens get older it can be termpting o ket therm play

garmes which may not e age appropriate but it's
important to make them aware of why they may
nat be ready to play these games due to themes

sxpressed in the game

internet
matters.org

What to talk about
Talk about gaming risks:

* Keeping personal information private

SLrargHars T Contacting therm

Being thiat not everyone online is
whao they say they are

Recognising when they've been playing
too much | Le fealing tired or armgry)

Managing the pressure to play

pse

Dealing with stress/anger while gaming
md thinking

Belng critical of spending money an
In-game purchases that may result in

skin gambling
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Encourage them to seek support when they need it
| o knoes 1l thesy can talk to you, a trusted adult or
organisations like childline If they run Into ary Issues online

Share Stop, Speak, Support code

Ta help them tachle thie issue of cybertullying In gaming share the
Stop, Speak, Support code with them. This will help them know
what steps to take 10 SupRoIt someoni wha is being cybarbuliled

Discuss their understanding of themes in games

It's important to talk about the tricky themes that ane featured
W Tk S
1 thelr uncerstanding

i1 garrues E T, S rEaTILARK ]

they hae & real-workd wlew

Things to do

Taking breaks to stay safe

Encourage them o take breaks af
olaying to halp them develop goo

Model gmd behaviour
o parme yoursell, you can model healthy gaming hablts

Put a family agreement in place
Even as thiy get mose peaficient cnline, teens need
boundaries Work tog ] rebiiat

can play and when, to halp thom dew

irmas thay

i oeline Rakits

Teach them how to set privacy settings
and block abuse

Review the privacy settings they have on thelr
account atd thonsy thaerm Bow 1o Block of fenalt ar

Ssue on the gamias thay play

Encourage them to play in communal

areas of the house

Koepng gnr"'- play inoa place whare you can hearand
il thiry ane doing can help you stay nngagm:l in

what thay arvdulng irvd prosnpl you 1o step when thero

a concofr

Play the games to stay in the know

Playing the games can help :.rou understand the
that your chidd might b 30 t

-
internet
matters.org



Online Grooming

Grooming is when scme Children may often meet pecple
through social and gaming sites

thiat aren't whao they say

]
1o build an emotional connection
with a ehild 1o g

TSt Tor saxiial purposes

o oE 20 TS Impe

discuss the nisks witt

i face Lo Pace

Tay

What is online
*2 grooming?

Ornce groomears have Croomersane not always
galred a child's Trust they rmay m strangers and sametimas children
encourage them to share sexua may not be aware that they a
rmages, or videos of themsehes, i baing groomed belleving they're
in & relationship with the person

v stream, oF arrange Lo meet

Ways to protect your child

Talk about it

Although a tricky subject to talk about with your child it is
Important that you start a conversation

Shiow thiem where to get helo Remind them that the people

if thesy ang concermed and (o they have met cnling might feel

talk to You or & trusted adult like friends but they may not
far support be who they say they anre

+ Spend time discussing whot

Discuss what healthy and
unhealthy relationships lock

o irsteract with friencd

AnE Roey and w

hat they share like T Mmake therm aswans

with others

Explain how easy it is to
pretend to be someone slse
online, and why an adult may

wish to approach them



Tools to keep them safe

Encourage them to make use of privacy settings on the social
natworks and platforms they use 50 they sty in conteed of who car

see thelr

ontent

For yiounger childien use our parental control how-to-guides 1o Sol

L right COnirols acioss Sevioes, F‘-.'IZ!:-'.'II s and internet connections

Spotting the signs

Recognising the signs of online grooming can be hard
because it can happen at home and groomers often tall
children not to talk to anyone about it

There are a numiber of signs ta be aware of ([although a ot
of them are Quite COMMOn among taens), bUt lock oul for
increased instances of

wanting to spend more and morae time on tha intérmet

- belng secrethve about who they are talking to online and

wihat sites they vist - \
L

- switching screens when you come near the computer

possessing items - elecironic davices or phongs - yo ‘ A

haven't given them
« using sexual language you wouldn't @xpect them to know

besaming emotionally valatile

Steps to take if it happens

If you are concerned that your child is being targeted by an online
graomer hera are a few actions you can take to protect your child:

Report it 1o tha authanties

Reassure them (t's not thelr fault
Seek support from the Mational Crime Agency s CEOP command for support
Contact Childline - 0800 TM or the NSPCC Helpline on 0808 800 5000 for one-to-one suppart

= Report any sexual abuse images 10 tha Internat Watch Foundation

12



Protecting children from
online pornography

How to start a conversation and manage what your children see online

When should you start a conversation?

By the age of 15 children are more kely than not to have been
exposed to onling pomagraphy so, talking to them oarky on
can equip them with the right coping strategies to deal with it.

And of coursa the conversation about whene o

How to have Give them positive messages
conversations TS A Pt H st NWACTR R 0L DRI

with children about s
online pornography

el
have respact for thameahes and thalr boydriendg
girfiriand of partnas

Talk to them abo

Ee natural and straightforward

s sy s ] ot stk

ut their experiences

ikt S Al

wncorriortabde ard well
! T I ) Ry o ey Pipv S

Try techniques like getting therr

OF S1ArT COMBBATIonS when thay dom

LT W 0 the

Take a no-blame approach

sy are naturally ¢

wrious about

Ee on the lookout for teachable moments BELAne
lalking aboost issues as they corm

& AT iMterest in sex s & normal
T caart of & child's dissslogirmiEnt

> i on TY, in meaics

i wesrsation ard

Find out what they already know

Childdner iy e o ses things st schoal which they

— o thils % AN OpRGrELFTY t a5k internet
PPy iy ko, dispel ary rmths A matters.org
and givea infrmation

13
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What to talk to Consent
them about .

Based on their age, here ane

some things you might like to *
discuss with them as thoy grow:
.
Young children (5 and over)
Puberty -

*  Ba raadsurng r talkireg ba thirm ABGUE 1he

Critical thinking

*  Make them swade thot not 2l the images ond

cordert they soe online & feal

o

technical pasts

*  Usirgg a geod bodk eould hal ilfustrate the mons "

i

JUrE i

i take ; ing at face value onhng

= fAsk them r wiho posted the oo t and

Healthy relationships i d & 53w,
thy regd o 5

Wiy amd Poegs they faln ab

" S

are your villues on what a good euship

logks [, i it must have trust, honesty, re

cornrmunicatasn, and undarstandin

* Hasgood mle model and give oxamplos of soma of

thae that thiny CIn recogrise

Tweens (11 and over) Relationships

* Ba-affirm

likeiz @t
the importance of having love, mespect ard trust prior

& healthy relatonship

Pubarty

= ke s By R

b plhyakenl coning

changes of puborty 5o they know what

& Beopen and propaned 1O anseer questions about the Wy CAn Spot thar 2k

physical and emeticnal changes thay'il go thioegh

EOh s LG

s Roarsure tham if they el insecuie about ary Body image
changes thiy experlence * Talk abosut positive body Image ard Sy concenns

they havve about thesr own body

*  Bearole modsl - chidnen will often mirmon what thesy
s, KO prommiating good eating habits and baoing
sccepting af those of all shapes and sires can help

children Rve & positne body i

3

*  Encourage e to be crteal of msdia rstessis and

Frisge thal Brormobs therrssas o unnsakst




Sexual Health

*  [hscusswhat sexuality is, 1.8 everything from thelr
blolagical sex; gender identingand sexual ofentation,
o pregrancy and reprodustion

* Talk about how online pormography and s portrayal
of warmsan_ consont and extreme nocual behaviours
can have 3 negative impact on them

*  Hinwe redralal corversatinns atoul the imporiance
ol corsent

Poar pressura

* Talk to therm about ways 1o 5stand up to peor pressuns
that may put them at rlsk Le. at pressurns 1o send
rudles or to take ot i Sexunl activity

*  Share your own expenence of pear pressure to
help them relate and feed more confident
o make smarter decisions

Teens (13 and over)

Sax and Healthy relationships

Tha mast distinctive Mfeatures of & Catholic Relationship,

Sex and Health Education programme should

emphasise the vital role that parents have in nurturing

thair children on these matters

* Hawve an ogen corversation about their values and
atutucies toewards sex and relanonships 1o be aware of
winat they bebeve and give them the nght infarmation

*  Emphasie the importance of having love

rispect and trust in a healthy rélationchip and

give therm exarmples that they can lock 1o
*  Discuss the importance of 'safe sed and
prevention of sexually trarsm diseases

*  Halp them dewlop coping sirategies wher it
cames to dealing with pressurs from friends to

wiatch pern. hove sex or send nudos

* Talk abaut whnst consent loaks

w0 relatesnsnip

U can encoursge them 1o wsit the Disrespect
Mobody website to loam morne about cansen!
and signs of rclationship aouse

*  Re-alfirrm that althowgh it rmay seer ke

‘meityont’ B doing i, its olten just talk

= Chilceormn will seak out boundarios of what is scceptable
balhuiour 5o sat clear bourdaries fof behaviow on
and offiine, taking the tinne to cleatly explain wiy
it's beneficial for thern (even if they don't agresel

Parnography - Risks and concerns

it iz wital that the discussion 5 framed arcund the
Fespect and dlgnily of every human being, “we are
mads in God's image and lieness”

& Digcyss the fact that porn doesa's oftan

show whnt sox 5 like in real life and should

not be used as a sowrce of ‘sexual education
*  Tolk abour the winys that it may peessure
athers olock o bahwee im 8 ostam way
&  Talk abowt how extreme porn can lead them
to cowrop unmalistic nxpectations of sexuad

bahaviours

*  Thlik abaut the imipariance af consant and

th

WY WOTTRE B P Lrinic]

Body image

Core to our vabees as Catholics iz the unwavenng

balsef in @ach perzon's inharent dignify: their

imageo dei. This means that not only are we made
in the mage and likena:s of God, but that God
designed sach of us on purpose and with great
artistry.

*  Encourage them to challerge undealistic ideals
on Body image and Be critical about Fmages
they see ondine and in the media

*  Decuss their thoughts on Body image and any
conoems they may have about themsehes

*  Heln them 10 accopt bodies of all shapes and
sizes and not 1o subscribe 1o an unrealistic
bedy iImage ideal

*  Benrale model by aecopting wour Dody and
mainLaining a posthae attitudse townnds food

ANQ exercase

15



Use parental controls
to block adult content

n adaitian to having CoOnVersations, you o

pare Trots on youl brosdband to

content and create a salety net lor young childien
DS y0R] Can @50 conmtact

ritert Lock o

on thew J8vice

Set filters on the most popular search engines
Safe seanch sattirgs can also be actnvated on Google and Bing
For other search engmes, go to thelr safety settings page. Don't forget
t epl for the safeny micde on YauTube, ITunes and Google Play

Resources that can support you and your child

* Chilidlime offer 4 confidential hefplme (OB00 TIN) and ic
wbnbre childrgs can talk 16 counselor

* AMAZE.org prosities age-appaopdiane infirmation on pubserty

for young pecple and panenis
*  Thinkuknow provide adviceon sex and relatiorships 1o protest your child
® . Sel parental contiok and privacy Settings on deices, apps and

platfarms with our how-to guides, visit intermetmatters.org/setupsale

What to do if they've seen
pornography

Pyt ehvild ha [a-1c]

glestions about whiat they have seen

For young children try to answer ary questions that they

ard explain that there are SOm

videos onlire

'L bew

18 along reassuring the

Lo anyt

W] WY

For older tweens and Leens, use it &% & moment i

siart or continuwe to have conversations about sox and

relatiorsships explaining that what they see onling

nabare. Im doirsg o, you'll

LTS tr

reare

e

v EEr e el kil

ryou OF 8 trusbid adult

internet

matters.org




Social

media tips

)

re a great place for 2
reativity. As a parent, t
ence is both sa

1. Are they sharing
nappropricte selffes?
CAncus Hra reasor sy
B2 AR leC P PTG 30 TPl DOR VT M)
o impact this ool haves on them i the

T B U mi ot B oo

3. Are they sharimg their
Iocation throwgh apps?

M jure geo-Rocat e desbied 1o ks
EhaE Bt PIRatE B w1
Wrigar Lank UL |yt share parsongl
B e T el iy e L ey
crire

5. Are they chatting to
strangers anline?

peopke may hide befind fake profies for

. Do they hawe hundreds of
followers?

E sgrbsies Tharl s peeophe may not be st
By iy sy e i ded yoar child oss

Briacy v
whiz Uy

g e Pl el 0N
b LG

5, Are they at risk of being
cyberbullied?

Skarycpdm ksbor aithond bakgrg and masmane
youur chid that you can hedp. Cisouss any actior
v Fraccerage Thom aot o
oAty e

e ey bk
ratskany ane

11. Have they been affected
by content shared onling”

Erconnage them to R ahout wey frisron
Ty She (e L oSS Shom theen ow
gty halenos | e B ierch @ ey
] Bt cartant effansiva, Ao them
Ehiry cvr byt kalk 10 your Bt Thing
Fapperingenbng

ple to stay in touc

e are simple things you
d fun.

n do to ensure

2, Do you fizel they're spending
toa much time on soctal?

Thlk together B thisy Lndies
oo Ao DOuSE FUl
Frucewi bondg thiry Can o anikng anad which Sog

Ehigy vhouks it

4. Have they posted oo much
personal inforrmatice?
Tate be Thasrtaon s o e b
I it e B ar] S T ik
e e i Vo S s ks o childd 3

Pl hCl TNl R TR Prde el e otnrd,
nd Faeip Enern Lncern S and hows o ghans wafisly

&. Are they gaming with
strangers online?

Pl e S b M e posiles
oneare your chdd unaderstands Doopie may
il bt e o ofings T i
PRI W
iyt

BT o 15 B e e E

8, Have they shared
embarrassing images?

Brorrinad yoes child phat thiste irages and thee
P dgriab oot for yeaes fo oome and
i B Boruse St tinegi thark oty bet e

£ s e I ) s T
SMCUICT UL A O

s theey

10. Do they know what they
share online can hurt others?

Tk i

P SUOUL Dot DFRESLAW 810 how

SersEn and Aoy ity Cankead b Behaicar

L rase el O st

12, Are they ready to share

on social?

Pt 0wl 1 ST P TR
rating o 15 a socialnetwork kas set anage
it o el BRSO 1 COTiSnL fry
ek b i bl Foor s yousnuges chid
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®

Lise a strong
password

®

Use an alias and

avold personal
pictures

®

Don't include
date of birth and
other personal
information

®

Show your child
how to block
and report

®

Change settings
to private

Consider the
minimum age

®

Don't accept
friend requests

from strangers

Switch off
location services

M

Tell them to
think before

they post



Parents’ guide ot
to live streaming
and viogging

Live streaming Viegging

Viogging immohes publshing
pre-recorded videos on social
= location in L ks ke YouTube onas
real-tirra, ke e TV It dffers frar basis. Both brands and indviduals
video chat services le Skype. as Tubers./ Vioggers do this
can be watiched by many
MOre paople

Live :trﬂming videos are live arfiol B odiad u-ln-gs. are pre-récorded
and edited before being posted and Let's play videos feature screens shots
of someone playing a game with awdio cormmentary and pre-riecarded

Batween 8 - 9 years old Batween 8 = § years old
with parental permissian with parental permissian

* To connect with family and followers - 1L saq
and eas to share updates and special moments

about their hves anding

To get immediate feedback - Wi
f =i Arg Al Lo gel imem
feedback on wha y are sharing and
carmmunicate with a range of poaoska

* To bé more creatihve - 11 Aoy T R B e
creathe aned axpress tharmsehes 1o [anger sudiance
To build a following or a brand - in light of Viogagng
BeSormirg & Caneer of choiee, mary childran simcsy
wanl 1o gain the same status as the most popular
viogoers have achleved

* To experience the 'in the moment’ thrill

that anything can happen when EpOirag e

* To be part of larger event - You canwalch Bve
events and share comments with ke - minded people

* To aspire to be more like thair onling heroes

and attract inberest on how their lves ane dew




matters.org

Q internet
3 o . -

Live streaming Viogging

Where do

they do it? Most popular platforms being used: | Also being used but to a lesser extent:
1 it:

Fac 1stags 1

* Building confidence
What are the .

benefits? o
“ = Can necting with like-minded paople -

= Financial reward -
arad ke IS

What are
the risks?

What do
parents think?

Five Practical tips
to keep kids safe

. Stay engaged with what they do online and with who

m E@)

. Use tools to help them manage what they see and share
. Make them aware of reporting functions to flag people or content

. Encourage them to 'Gollve’ or record video in a public place to limit
the personal information they share

. Watch vlogs and live streams with younger children to make sure

they are age-appropriate and encourage older children to evaluate
what they watch to make sure it has a positive impact on them




Selfies,
self-esteem

and body
Image

Empowering children to

develop positive body image

oQ

1,377 likes.

Why is it important?

Using selfies as a
comparison tool

Seeing constant streams of
perfect bodies can put unrealistic
expectations on young people to
look a certain way which can lead
to low 'body esteem.

Tips to support
young people

Pressure to post
the perfect selfie

Wanting to be accepted by the
in-crowd can put pressure on
young people to share personal
images simply to improve their
social status

Help children think
critically about images
they see online

Explain that when we look at
idealised images - it’s natural to
compare ourselves. The way to deal
with these images is to recognise that
they are more like press releases, they
showcase the best possible version of
a face or body.

Encourage them to be
selective about who they
follow and images they see
Being bombarded by images of
people with abs or a certain body type
on their social feed can lead them to
think that this is the norm. Making
them aware of a range of body types
can help them develop a balanced
view of body image.

Empower them not to put
all self-esteem eggs in the
beauty basket

Remind children that they are more
than what they see in the mirror.
Encouraging them to put value in the
range of talents and skills they have
can help them develop a strong sense
of self and improve self-esteem
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Link between likes’
and self-esteem

Young people may put more value

in how others see them so, getting a
negative comment or less likes on a post
can have a real negative impact on
their self-esteem and mental health

Talk positively about

your own body image

Be aware of the language that you
use to talk about your own body.
Children pick up on this so it's best to
try and keep it positive to encourage
them to stay positive about their
own body image.

Discuss what it really
means to 'like' something
on social media

Talk about the reasons behind why
they are liking a picture; is it because
others have liked it or because they've
genuinely engaged with the photo?
Getting them to think critically about
this can help them developed a
balanced view when it comes to
seeking likes on social media.

Focus on positive
images online

Encourage them to celebrate

what makes them unique, rather
than comparing themselves to others
online. Posting images that empower
and inspire others can be a great tool
to encourage others to do the same.
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4 steps to
manage children’s
digital wellbeing

internet
matters.org

Get advice to help children develop critical
thinking, self control and coping strategies

to deal with online risks.

Step 1
Understanding
the online risks

Help children get to grips with the types of
risks they might be exposed to based on
the website, apps and devices they use.

For example if they're on social media

having a conversation about issues
around managing relationship
online, cyberbullying and

sexting will help them to

know what to look out for

and take appropriate action.

Step 3
Learning from
experiences

Encourage children to explore the

digital world in an age-appropriate

way, so they can learn to manage

challenges and develop good judgement.

It is not possible to teach them self-control,

risk management or how to take advantage

of online opportunities if they are not given the
chance to
practice
online
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Step 2
Knowing where
to go for help

Equip your child with the knowledge of
where to get support. Whether it's a helpline
like Childline, reporting tools on apps or
a supportive network of friends and
family, it's important they know
that if they can't talk to you
about something there are a
number of places that can
support them.

Step 4
Recovering from
experiences with
the right support

Even with the best intentions there

may be times that children are affected by
something they experience online. To support
them assess the situation and find ways to
deal with it together. Depending
on the situation seek advice
from specialist organisations V
or your GP to give them the
best chance to recover and
regain their confidence.
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Buying a smart toy

Planning to buy a smart toy that connects via bluetooth,
Wi-Fi or mobile app? Here are 4 things to consider

1. How does the toy
interact with your

child and other
devices?
& Make sure you understand what
P~

key things your child can do with
= the toy and if it can connect to any
@ other devices, for example can
it send messages to a phone
or connect toasmart TV?

2. Does the toy require your
child’s personal information?

Some toys ask for your child's name, their age
and a parent email address to work. To ensure
your child privacy and data are kept safe
make sure the toy company is reputable
and check out their data privacy policy so you
are aware of what their procedure is, in the
event of a hack on their systems.

3. Are there any features such
as a camera that might put
a child at risk?

Carry out a series of checks before buying a toy ﬁ
with such features as they may be vulnerable

to hackers such as a camera or built-in
microphone that connects to the internet.
Be clear on how the toy can be played
with to ensure it doesn’t encourage
them to put themselves at risk, for
example Pokemon GO and road safety.

Weigh up whether these features are
worthwhile having to help your child

have the best experience. If you do decide
to buy it, make sure to switch these off when
not in use and only enter minimal personal
information if required to reduce risk to your
child’s privacy and security.

Questions to ask

Is there a chat function that allows o0
children to communicate with others?

Are there apps that can be used with the toy
which may contain ads or allow in-app purchases?

Does the toy require information about your
child’s location?

Where is the interactive data stored and processed?
Are there any add-ons to purchase to get the best
experience?

Is there a digital version of the toy that does the
same thing which would save on cost?

Things to do

Read reviews about the toy /ff'
and see if there have been any

other concerns raised

Put the minimal amount

of information about your
child required

Read the terms and
condition and privacy policies

4. Is there a monthly
subscription to access
new content with the toy?

Some smart toys may feature an additional
subscription service to access new content
to help children get the most out of the toy.

If you choose to opt-in make sure to
read the terms and conditions on
cancelling the subscription as you
do not want to be paying monthly
charges when your child is no longer
playing with the toy. Also assess other
costs like requirement to buy batteries.
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Using tracking and
location settings on

kids devices

Here's what you need to consider before deciding
to share your child’s location on their device and
how to best use apps that offer location tracking.

which devices? Location zones
CTe ENOTES. GO Souipped with softwarns ik Enmcapp:gWI:yuuthr_'npl.lnnlomb-cu.lndarh::ul'
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Top apps for

location tracking

i0S 12 for iPhone and iPad

[
. Screan Tirme features built into the

S 12 for iPhone and iPad

ga and at the

CpErals

Mongi phone

Mongi = an all-in-one solution: it's a srnartphon

bBuilt intatha handsat, A £149 it's not chaap, but that price inciudes

thie devica as well

, iU includes lecation tracking with updates an
BouULs viat

K5 and Android desvices

obile device It works onby on

Family Time
This iz an app you install on each of your desices that 1]
At your child can do enline Yiouw can also track

vt and set Zones that will abert you if the chiks leaves Them

conticl exactly w

The app s lirndted to 05, Ao droid and Kindke devices

OurPact
Usar-{rigndly Apg that can track calls, and texts and monitor & range

prion plans: Freds, Plus; and

of ondirse activithes, Thero ane three subs

Prornium. The Prernium aption allesys you to access all ns featunes
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What are Anonymous Apps?
T apps allow users to share and int
er without revealing who they are
L mar fthess appe

Why are these apps popular with children?
Thie ability to be anomymous and ask questlons that may be
sensitive or embarrassing is one reason why millions of teens
warlchwide are using these apps.

Also, these apps remowve the anxiaty of presanting your "ba
sell” online and allow teens take on different personas and

explone different ideas without fear of repercussians

st

What risks do Anonymous apps have?

Anonymous apps can expose children to a range of online
m\ risks, including inappropriate content, cyberbullying and sexting

Under the cover of anonymity, people may feel less
"m accountable for what they say and may share things that

they would not on open social plat forms

By the very nature of these apps, keeping teens safe
becomes that much more of a challenge, so having regular
COnvarsations on the subject is key, Make it a habit to talk
about which apps they are using and any associated watch
[1T1E

What is the minimum age of most anonymous apps?
Maost Anonymous apps range from a minimum age of

15 to T7. Whatever the minimum age, it's important to make
SURE to review these apps to make sure that the content on

the platform is age appropriate
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What do the experts say?

Onling safety axperls have rased concarms over anamyimous
apps that allow users to give feedback to others as this has
led to cases of cyberbullying.

A number of these anonymous feedback apps’ Mt The
headline y concerms over thie need for
mora safety toots an the platform to keep childsen safie

Are there any positives to anonymity apps?
For some teens they offer a chance to ask intimate or sensitive

questions on subjects tha

At Howeevier, as the nfo

foe, S impartant to t tical about what

hanad

¥ feel ernibarrassed to talk openly
r rarm AN AnaryTous

Top tips to support children

1. Talk to them about their app usage
IS important 1o ke what your childman ane
daoing on thelr devices, so speak to your child
regularly about which apps thadr using and
wiho thaey ane speaking to

2. Review apps on their devices
Check age ratings of any apps you're not
familiar with. It's 8 good idea to use app stofe
settings o only show age appropriate apps
Alsg, review the privacy settings on thess
apps tomake sune they ane in control of how
thedr information is used, who can seo thiir
account and what they share

3. Don't be afraid to set some
rules on app use

Children seek out norms to follow 5o

it's impartant to sit together and set some
boundarins on the types of apps thoy can
and can't downioad. This will halp thom
understand your concerms and why it is
beneficial Tor them to use certain apps
and not athers

4, Explain the risks

Halp vour child 1o understand the impact
these anonymous apps can have on thair
digizal wadlbaing, and that what thoy say

onlire o another person can have real lifo
consequences, Ensura they are sware of
COMmMTAInIty guidelines - and reporting functions
on the app to flag anything that upsets them

5. Help them think before they post
Although anorymous apps may hide your
Identity 1o some oxtent there are certain
pleces of Information that can identify you
ke an |P address so iUs important 1o adyise
chlldrér not o say of shane sormething thay
weolildn't want 1o be shared pubichy.

6. Be supportive

If ywour child is being cyberbullied then
ba calm and consldered listen to thoir
concerms and offer your parental support
Dan't daal with it alone, talk 1o friends and if
necessary your child's schoci wihowill have
an antl-bublding policy

-
internet
matters.org
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Current Applications

that Children are Using

Instagram

A photo-sharing social network which allows users to alter photos,
upload them to Instagram and share them to other social networking
sites. Photos can be sent directly to specific users. A video feature is
also available.

Safety Advice

Please scan the QR Code for information on keeping
your child safe.

TikTok

TikTok is a social networking app that replaced the popular Musical.
ly app when it went offline in 2017. Know as Douyin in China, it gives
users the ability to watch and create short clips of up to 60 seconds.
With 1 billion active users across 155 countries, it seeks to promote
safety and has recently released a range of safety videos to promote
its safety tools.

Safety Advice

Please scan the QR Code for information on keeping

your child safe.




Snapchat 8

A photo-sharing app where users can send photos or videos to their
friends. These will display on screen for up to ten seconds before
being deleted, although it is possible to take screenshots of messages
and download other apps designed to capture and save Snapchat
content.

Safety Advice

Please scan the QR Code for information on keeping

your child safe.

WhatsApp

Free-of-charge, real-time messaging app. Users can share images
and videos, take part in ‘group chats’ and share locations. As it’s
based on knowing the user’s phone number, you can only message
users if you already know their telephone number.

Safety Advice

Please scan the QR Code for information on keeping
your child safe.
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Twitter

A social network that lets users send and read “tweets” messages
limited to 280 characters.

Safety Advice

Please scan the QR Code for information on keeping
your child safe.

Roblox

Roblox is an online game creator system where the majority of the
content is created by “amateur” game creators. These game makers
are able to create and publish games to the community using simple
tools.

Safety Advice

Please scan the QR Code for information on keeping

your child safe.
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